UBND QUAN PONG DA CONG HOA XA HQI CHU NGHIA VIET NAM
VAN PHONG HDND&UBND Doc 1ap- Tw do- Hanh phic

S6: 49 /VP Pong Pa, ngay 26 thang 3 ndam 2024
VIV Canh bdo 16 hong bao mit anh
hudng cao va nghiém trong trong cac
san phdm Microsoft cong bd thang
03/2024.
Kinh gui :
- Cac phong, ban, don vi thudc quéan;
- UBND 21 phuong.

Thuc hién Cong vin s6 684/STTTT-ATTT&GDDT ngay 20/03/2024 cia
S¢ Thong tin va Truyén théng v/v canh bao 16 hong bao mat anh hudng cao va
nghiém trong trong cac san pham Microsoft cong bd thang 03/2024; nham bao
dam an toan thong tin cho cac hé thong, Vian phong HDND&UBND quan dé nghi
cac phong, ban, don vi, UBND 21 phuong mot sé ndi dung sau:

1. Kiém tra, ra soat, xac dinh may tinh str dung hé diéu hanh Windows c6
kha ning bi anh huong boi cac 16 hong bao mat nhu CVE-2024-26198 trong
Microsoft Exchange Server, CVE-2024-21426 trong Microsoft SharePoint
Server...

Huwdng dén khdic phuc : cap nhat ban va Kip thoi cho cac 16 hong an toan
thong tin noi trén dé tranh nguy co bi tan cong theo hudng dan cua hang (Tham
khéo tham khdo phu luc Céng vin sé 364ICATTT-NCSC ciia Cuc An toan thong
tin- B¢ Thong tin va Truyén théng giri kém theo)

2. Chu dong, ting cudng giam sat cac hé thong thong tin cua co quan, san
sang phuong an xt 1y khi phat hién c6 dau hiéu khai thac, tin cong mang; dong
thoi thuong xuyén theo ddi kénh canh bao ciia cac co quan chirc nang, cac to chirc
16n vé an toan thong tin dé phat hién kip thoi nguy co tin cong mang va cac 18
héng bao mat.

Trong qué trinh td chire thuc hién, néu c6 khé khin vuong mic dé nghi cac
don vi lién hé:

- S& Thong tin -Truyén thong (Phong Cong nghé Thong tin - dién thoai:
024.37366621; email: pcntt_sotttt@hanoi.gov.vn).


mailto:pcntt_sotttt@hanoi.gov.vn

- bo1 Ung ctru sy ¢6 an toan thong tin mang thanh phé Ha Noi (dién thoai
truc 24/24: 024.35124010; email: ttdl sotttt@hanoi.gov.vn).

- Van phong HDND&UBND quan (B/c Cao Van Tuan- SDT:
0977.543.199; d/c D6 Thuy Linh- SPT 0983.529.978 - Email:
kythuat_dongda@hanoi.gov.vn)/.

Noi nhgn: CHANH VAN PHONG

- Nhu trén;
-Luu: VP.

Ny
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